Mail Theft & Check Fraud: A Modern Twist to an Ageless Crime

Postal Inspector Michael Maxey
April 14, 2024
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What are Mail Thieves Looking For?

» Cash

o (ift cards

» Merchandise (packages)
 Credit cards
 Personal identifiers

» CHECKS, CHECKS, and MORE CHECKS
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Forgery / Alteration

* Original check with
altered payee
and/or amount

* Requires account In
the names of the
new payee, typically
a co-conspirator

 Physical signs
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Counterfeiting

« “Stolen check +’
 Need a source of account info (Insider, Dark \Web, Mail Theft)

* Need an account (Fake ID, Recruited “Mule” — collusive
accountholder) o

............... | oesaven B moominmal i) v sorrain] s st el s S wves
HealthPartners 1104-4408 DATE CHECKNO
15290 Pennock Ln WINGS L CRE INION EEID:3 5/182020 14396

Apple Valley, MN 55124 G
APPLE

AMOUNT
el U 03

3 §774,955.36
| PAY TO THE
ORDER OF
e o L7V e gt T 5 e ’ Four Thousand Nine Hundred Fifty-Five and 36/100***Dollars
/ L i — - v — v o1, - g
Z/.(’?c{/'y;-‘m:ﬁ/h :'-/ .(.{4///};,,4"//{"1‘" T oy == > = AHTHORTER SIGNATIRECG
] v/ —
- Check Actions
Checks Aer-[ 3/ 62018 || New |[ Delete | [ Edit |[ Duplicate ][ Selectal |[ Ciear ][ Refresh |[ Print ][ PrintNo Stubs |[ Help |
C d Check:
Selected Check Nu | Payee Serial Num Check Amount| Memo Note1 Note2 Check D: PayeeName | PayeeAddre | PayeeAddre | PayeeAddre | £

. 19138 TWOSIG 28 378233 51172020
r 14323 will 7 1995.78
[~ 14389 will % 1989.34
r 1 will 1998.45
O 4367 will 1995.35
14359 will 1979.93
I~ 14344 will 992.33
14384 TWO SIG £672.0

» [T 143% Ethan 20 4955.36
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Name-Similar Business

Office of the Minnesota Secretary of State
1, Steve Simon, Secretary of State of Minnesota, do certify that: The following business

Gertficats of Organization * No check alteration
entity has duly complied with the relevant provisions of Minnesota Statutes listed below,

Ired
and is formed or authorized to do business in Minnesota on and afier this date with all the .
powers, rights and privileges, and subject to the limitations, duties and restrictions, set (] a r ets u S I n e S S C e C S
forth in that chapter.

The business entity is now legally registered under the laws of Minnesota.

Name: Advanced Bio Eng LLC - High dO”ar Value

File Number: 856116400049

VDR — Perception of less scrutiny

This certificate has been issued on:  11/24/2015

hoe (s  Need a business license

Steve Simon

s, — Readily attainable online

State of Minnesota

rr—————————1 s pusiness license to
open business account

.
” '.' I3 T
it

Wisls FRRgD Ran< IACTEGote, NA. 101 ——
I I S Mernaspaty, M Mo 11/23/15 40579064

¢ P.O. Bex 84089, St.-Paul, MN 55164-0089

X PAY THIS AMOUNT

THIRTY THOUSANG NINE HUNDRED SIXTY FAVE AND 8011 00-~ i@ Arsessssssssssmsssssgess L G
- -+ PAY TO THE ORDEH QF: , er : § '30.96_.':._§D 3

" ADVANCED BIOCENERE‘E IﬁLgTE - : ‘
8000 NORMAN CENTE 1 : . '
~ BLOOMINGTON MN 65437 @fﬂa A, S -

THE BACK OF THIS DOCUMENT CONTAING AN ARTIFICIAL WATEAMARK - HOLE AT AN ANGLE TO VIEW

Slides are for educational purposes and internal use.
Do not reproduce and/or distribute them without
the author's permission.

| UNITED STATES
POSTAL SERVICE «

R 4 ™ B
ol + " Y 1 ]

postalinspectors.uspis.gov




New Account Fraud

 Requires sources of:
— Checks

— Supporting Documents
— Fake IDs

 Readily obtainable by:

— Self-Production o @i @romsrnomasen___

I I I | l 7500 BELLERIVE DR APT 122

O C u e a S HOUSTON TX 77036
Basic service to Digital Starter service and will

a r e no longer be included with XFINITY TV 150 Latino  service.
—

Moving? Call 1-855-MOV-EDGC or i

. L priate for your family? Visit

| | a rd e r to d e te :n:::mmrrvw-‘m to learn more about parental control features

available as part of your Comcast Cable Services

Total New Charges

. - — ——
Comccst Account Number 5638537433621 \
d Biling Date 08/08/23
NewCharges $227.35 -
TotalAmountDue $227.35
Page 10f4
i
—
DAVID ATTOTE Monthly Sf mar
PreviousBalance 0.00
Payment 0.00
New Charges — Due 227.35
See below for more information
News from Comcast Total Amount Due $227.35
Beginning 11/24/2022, CSPAN 2 (ch. 104) will move from Limited ""E'i’ T FE"‘M N m{
B XFINITY Bundied Services 12099
- (D) Addiional XFINITY TV Services 2985
I mimoversedge today! The XFINITY Movers Edge e 2% - 1000
:&’mm m::::yuc:as;'l‘:fuy connected to your TV, Internet and ( i ) Additional XFINITY Internet Services
Yoles, aapyes (@) Adatonal XFINTY Voioe Servces 14,95
Do you know you have options to help determine which programming Charges & Credits 1671
Taxes, Surcharges & Fees 2585
or call Customer Service. 522135

Liaht
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Why Now? SOCIAL MEDIA

LETS WORK HML IF YOU GDT A BANK ACC
NO INFO NEEDED MAKE 300 ¥§ Today 1

Y Macesved Ly

\ -THER\BAI{KSA
| e \J_Nlﬂﬂd] YJMLT

KOS SNERE 'S

Minnesota
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How is Mail Stolen?

* |ndividual mailboxes (“red flagging”)

* Blue Collection Boxes
— Crowbars and other pry tools
— Fishing (string and adhesive)

— Sticky Traps (mouse traps or other
adhesives)

» Stolen or Counterfeit Arrow keys

— USPS keys that open mailboxes in
specific areas
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What Can Banks & Credit Unions Do?

e Educate customers — * Encourage businesses to
especially young use Positive Pay
customers — about  Encourage customers to
cashing checks for other report check fraud to local
people law enforcement

 Scrutinize the date on a o EnCOurage customers to
business check with the report mail theft to the
date on the business USPIS
license for a new business

Keep the original checks
negotiated

— uspis.gov/report

accountholder
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Questions?

Michael Maxey
U.S. Postal Inspector
Mobile, AL
251-405-8603 (desk)
mdmaxey@uspis.gov
USPIS 24-Hour Hotline: 877-876-2455
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