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What are Mail Thieves Looking For?

• Cash
• Gift cards
• Merchandise (packages)
• Credit cards
• Personal identifiers
• CHECKS, CHECKS, and MORE CHECKS
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Forgery / Alteration

• Original check with 
altered payee 
and/or amount

• Requires account in 
the names of the 
new payee, typically 
a co-conspirator

• Physical signs
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Counterfeiting
• “Stolen check +”
• Need a source of account info (Insider, Dark Web, Mail Theft)
• Need an account (Fake ID, Recruited “Mule” – collusive 

accountholder)
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Name-Similar Business
• No check alteration 

required
• Targets business checks

– High dollar value
– Perception of less scrutiny

• Need a business license
– Readily attainable online

• Use business license to 
open business account
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New Account Fraud
• Requires sources of:
– Checks
– Supporting Documents
– Fake IDs

• Readily obtainable by:
– Self-Production
– Document Labs
– Dark Web

• Harder to detect
– “One and Done”
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Why Now? SOCIAL MEDIA
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How is Mail Stolen?

• Individual mailboxes (“red flagging”)
• Blue Collection Boxes
– Crowbars and other pry tools
– Fishing (string and adhesive)
– Sticky Traps (mouse traps or other 

adhesives)
• Stolen or Counterfeit Arrow keys
– USPS keys that open mailboxes in 

specific areas
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What Can Banks & Credit Unions Do?
• Educate customers –

especially young 
customers – about 
cashing checks for other 
people

• Scrutinize the date on a 
business check with the 
date on the business 
license for a new business 
accountholder

• Encourage businesses to 
use Positive Pay

• Encourage customers to 
report check fraud to local 
law enforcement

• Encourage customers to 
report mail theft to the 
USPIS

• Keep the original checks 
negotiated
– uspis.gov/report
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Questions?
Michael Maxey

U.S. Postal Inspector
Mobile, AL

251-405-8603 (desk)
mdmaxey@uspis.gov

USPIS 24-Hour Hotline: 877-876-2455
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